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The increasing use of unmanned aerial vehicles (UAVS) has raised serious
security concerns, particularly in distinguishing unauthorized drones from
humans in restricted areas. This study proposes a real-time vision-based
detection framework using a lightweight YOLO11s model to perform
accurate drone and human detection from video streams. A hybrid dataset
consisting of 2,082 original images was expanded to 5,440 images through
structured data augmentation to enhance model robustness and generalization
capability. The trained model was evaluated through offline video testing and
real-time deployment scenarios. Experimental results demonstrate that the
proposed system achieves a precision of 0.912, recall of 0.903, and an F1-
score of 0.907, indicating balanced and reliable detection performance.
Furthermore, real-time experiments on heterogeneous hardware platforms

Real-Time Surveillance
Aerial Security

show that GPU acceleration significantly improves system efficiency,
achieving 12.4 frames per second (FPS) with an inference time of 81.0 ms,
compared to 5.2 FPS and 191.8 ms on CPU. These findings confirm the
effectiveness and practicality of the proposed framework for real-world aerial
surveillance and security applications.
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1. INTRODUCTION

The increasing accessibility of unmanned aerial vehicles (UAVSs) has accelerated their adoption across
multiple domains such as surveillance, smart cities, logistics, and emergency response[1], [2]. However, this
widespread usage has also raised serious concerns regarding unauthorized drone operations in protected or
monitored areas[3], [4]. In practical scenarios, security systems are often required to monitor specific zones
and identify potential aerial threats in real time. As a result, the ability to accurately detect drones and
differentiate them from other relevant objects, particularly humans within the monitored zone, has become a
critical research problem in aerial security systems[5], [6].

In this context, vision-based detection systems utilizing video streams have attracted considerable
research interest owing to their compatibility with existing camera infrastructures and their ability to support
real-time operation [7]. During dataset preparation, video frames are extracted and manually filtered to ensure
data quality and class balance during dataset preparation[8]. Compared to radar and acoustic sensors, camera-
based approaches provide richer spatial information for object classification and tracking. Recent
advancements in deep learning have further improved detection accuracy for small and fast-moving objects
such as drones[9], [10], [11].
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Building upon these developments, several studies have explored drone detection using convolutional
neural networks (CNNs) and transformer-based architectures[12], [13], [14]. Among various approaches,
YOLO-based detectors are widely recognized for their high speed and suitability for real-time applications[15].
Recent research utilizing YOLOVS8,YOLOV9,YOLOV10, and YOLO-NAS has demonstrated superior
performance in detecting UAVs from video streams[16], [17], [18]. Nevertheless, most existing works focus
solely on drone detection and do not explicitly address human differentiation[19], [20]. Consequently, although
numerous studies have addressed UAV detection, limited attention has been given to joint drone—human
differentiation under real-time video scenarios, particularly using lightweight models suitable for deployment
on heterogeneous hardware platforms.

From an implementation perspective, the transition from offline video analysis to real-time
deployment is a crucial step for practical security systems, as traditional object detection approaches are
commonly evaluated in offline settings before being adapted to streaming perception frameworks that address
inference latency, frames per second (FPS), and online processing requirements[21]. In line with this, previous
studies have validated detection models using recorded video sequences prior to implementing real-time
streaming detection, particularly in UAV and surveillance applications where efficient live video processing is
essential[22]. This staged evaluation strategy enables comprehensive performance evaluation, model
optimization, and detailed analysis of inference time and frames per second (FPS) prior to field
deployment[23], [24]. Accordingly, in this study, offline video testing is first conducted to verify detection
accuracy and system stability, followed by real-time deployment to evaluate system responsiveness under live
video streams[22], [25].

In addition, high-quality and diverse datasets play a crucial role in improving model
generalization[26].To address this, data augmentation techniques, including flipping, rotation, brightness
adjustment, and noise injection, are widely applied to enhance model robustness against environmental
variations[27].Furthermore, public datasets obtained from platforms such as Roboflow have significantly
contributed to object detection research. However, studies integrating self-collected datasets with public
datasets specifically for drone-human differentiation remain limited, highlighting the need for more
comprehensive dataset fusion strategies[28]. Therefore, this framework provides a practical solution for real-
time aerial security monitoring systems that require fast, reliable, and hardware-efficient object detection.

To address the identified research gaps, this study proposes a vision-based detection framework using
the YOLO11s model to distinguish drones and humans from video streams and deployment real-time
monitoring. Specifically, YOLO11s is selected due to its lightweight architecture, fast inference capability, and
suitability for deployment on both CPU and GPU platforms while maintaining competitive detection accuracy.
In this work, the dataset consists of 2,082 original images, which are expanded to 5,440 images through a
customized augmentation pipeline. Subsequently, the trained model is initially evaluated using offline video
data and later deployed for real-time detection scenarios. Model performance is assessed using precision, recall,
and F1-score metrics.

Finally, the novelty of this study lies in the integration of hybrid datasets, structured augmentation
strategies, and a lightweight YOLO11s architecture for real-time drone-human differentiation. Moreover,
performance evaluation is conducted on both CPU (Ryzen 7 5000 Series) and GPU (NVIDIA RTX 3060)
platforms to analyze inference speed and real-time FPS performance. This dual-platform evaluation provides
insights into system scalability and hardware efficiency for real-world deployment. Overall, the proposed
approach demonstrates improved detection reliability under diverse environmental conditions, making it
suitable for real-time aerial security applications.

2. METHOD
2.1 You Only Look Once (YOLO) Architecture

You Only Look Once (YOLO) is a single-stage object detection framework that reformulates object
detection as a regression problem, directly predicting bounding box coordinates and class probabilities from
full images in a single forward pass[29]. Unlike traditional two-stage detectors, YOLO performs detection and
classification simultaneously, resulting in significantly faster inference speed and enabling real-time object
detection applications. YOLO employs a unified neural network architecture that reasons globally about the
entire image, reducing background false positives and improving detection robustness across diverse
environments[29]. Recent studies highlight that YOLO has undergone continuous architectural evolution,
introducing multiple optimized variants to enhance detection accuracy, speed, and computational efficiency
for real-world deployment[30]. Recent YOLO variants, including YOLOvV8, YOLOvV9, YOLOv10, and YOLO-
NAS, demonstrate improved detection accuracy and real-time performance, especially for small and fast-
moving objects. These gains result from optimized backbone architectures, enhanced feature fusion, and
advanced loss functions that reduce inference latency.
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Figure 1 This figure illustrates the overall structure of the YOLO object detection framework. The
input image, resized to 640 x 640 pixels, is processed through the backbone network consisting of
convolutional and pooling layers to extract hierarchical feature representations. These features are then
forwarded to the neck module based on Feature Pyramid Network (FPN) and Path Aggregation Network
(PANet) for multi-scale feature fusion. Finally, the detection head outputs bounding box coordinates,
objectness scores, and class probabilities, enabling simultaneous localization and classification of drones and
humans in real-time.
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Figure 1. YOLO Architecture

2.2 Experimental Setup and Training configuration

The experimental setup and system configuration used in this study are summarized in Table 1. The
model is trained for 100 epochs with an input image resolution of 640 x 640 pixels and a batch size of 16 to
ensure stable convergence and efficient memory utilization. The Stochastic Gradient Descent (SGD) optimizer
with fixed learning rate and momentum is employed to maintain consistent and reliable optimization behavior
throughout the training process.

All training and evaluation procedures are implemented using the Ultralytics YOLO framework with
the YOLO11s model. Experiments are conducted on a standardized hardware platform consisting of an AMD
Ryzen 7 5000 Series CPU and an NVIDIA GeForce RTX 3060 Laptop GPU to ensure fair performance
comparison and experimental reproducibility. Model performance is assessed using widely adopted object
detection metrics, including Precision, Recall, mAP@50, and mAP@50-95, to comprehensively evaluate
detection accuracy and localization quality.

Table 1. Experimental setup and system configuration for YOLO model training and evaluation.

Category Component Specification
Epoch 100
Input Image Size 640 x 640 pixels
Batch Size 16
Optimizer Stockhastic Gradient Descent(SGD)
Training Parameter Learning Rate Fixed
Momentum Fixed
Framework Ultralytics YOLO
Model YOLO11s
Device GPU(device=0)
CPU Ryzen 7 5000 Series
Hardware GPU NVIDIA GeForce RTX 3060 Laptop
Computation Task Purpose Model Training, evaluation and deployment
Evaluation Metrics Metrics Precision, Recall, mAP@50, mAP@50-95

2.3 Dataset Preparation
2.3.1Research Framework

Data acquisition was conducted using a Logitech full HD camera to capture image and video
samples of the target objects. The collected data then underwent several preprocessing stages, including auto-
orientation, contrast stretching, and image resizing to standardize input dimensions and enhance visual
quality. To increase dataset diversity and robustness, various data augmentation techniques were applied,
such as flipping, rotation, saturation adjustment, brightness variation, exposure modification, and blur noise
injection. These strategies help simulate real-world variations and prevent model overfitting, enabling better
generalization across different environmental conditions.
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The augmented dataset was subsequently utilized to train and validate the YOLOv11 model. Model
performance was evaluated using standard metrics, including mean Average Precision (mAP), precision,
recall, and F1-score. Finally, a deployment analysis was conducted to assess the model’s real-world
applicability and operational reliability, as illustrated in Figure 2.

Imace Acquisition Preprocessing Data Augmentation
(Lo necf Full%-]ll) Camera) » (Auto-Orient, Contrast » Flip,Rotation, Saturation,
¢ Stretching Resize) Brightness, Exposure, BlurNoise l
YOLO Models
(YOLOv11)
Deployment Analysis L3 (mﬁf(;;\:{;z:‘;:::;o:l ) <€ Training and Validation (—‘

Figure 2. Research Framework pipeline

2.3.2 Dataset Description

The dataset consists of both image and video data captured using a camera, containing two primary
object classes: drone and person, as illustrated in Figure 3(a) and Figure 3(b), respectively. Data collection was
conducted under diverse environmental conditions, including variations in camera angles, object distances, and
lighting scenarios, to accurately represent real-world operational settings. Each image was manually annotated
using bounding boxes to precisely indicate the location of target objects.

The dataset comprises a total of 2082 images, which were systematically divided into training,
validation, and testing subsets, as shown in Figure 4. This data partitioning strategy ensures an objective and
measurable training and evaluation process, supporting reliable performance assessment and enhancing the
generalization capability of the proposed YOLOv11 model.
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Figure 4. Dataset
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2.3.3Preprocessing and Augmentation

Preprocessing was applied to enhance data quality before being fed into the YOLOv11 model. The
applied steps include automatic image orientation correction (Auto-Orient), image resizing through stretching
to a standard resolution of 640 x 640 pixels, and adaptive contrast enhancement using contrast stretching to
improve object visibility. These techniques enable the model to extract visual features more effectively,
contributing to improved detection accuracy and system reliability, particularly during CPU-based deployment.

To increase dataset diversity and prevent overfitting, data augmentation techniques were employed,
where each training sample generated three augmented outputs. The applied methods include flipping, random
rotation (—5° to +5°), saturation adjustment (—20% to +20%), brightness and exposure variation (—25% to
+25%), Gaussian blur up to 2.5 pixels, and random noise injection affecting up to 2.5% of image pixels. These
augmentations simulate real-world conditions, enabling the YOLOv11 model to become more robust in
detecting drones and humans in outdoor condition, as illustrated in Figure 5.

Dataset
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Number of Images

Train Validation Test
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Figure 5. Distribution Augmentation Dataset

2.4 Evaluation Metrics

Detection performance in this study is evaluated using standard object detection metrics, including
Precision, Recall, F1-score, Intersection over Union (loU), mean Average Precision at an loU threshold of 0.5
(mAP@0.5), mean Average Precision averaged over loU thresholds from 0.5 to 0.95 (MAP@0.5:0.95), as well
as inference efficiency metrics such as inference time and Frames Per Second (FPS). These metrics collectively
assess both detection accuracy and real-time applicability.

2.4.1. Precision
Precision illustrates the ratio of accurately detected objects to the total number of detected objects, as
defined in Equation (1). A high precision value indicates a diminished occurrence of false positives.
TP

P= 1)

TP+FP
Where TP and FP denote true positives and false positives, respectively.

2.4.2. Recall
Recall, as defined in Equation (2), illustrates the ratio of accurately detected objects to the total number
of actual objects present in the image. A high recall indicates a diminished occurrence of false negatives.
TP
R = )

TP+FN i
Where FN refers to false negatives.

2.4.3. F1-Score
The F1-score, as defined in Equation (3), provides a balanced evaluation of detection performance by
computing the harmonic mean of precision and recall, especially when class distributions are imbalanced.

F1 = 2PR @3)

P+R

2.4.4. Intersection over Union (loU)
Intersection over Union (loU), as defined in Equation (4), measures the degree of overlap between
predicted and ground-truth bounding boxes, where higher values indicate better localization accuracy.

Area of overlap
loy = Areacs overiap @
Area of Union

Higher IoU values (e.g., IoU > 0.5) indicate better localization performance.
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2.4.5. Mean Average Precision (mAP)

Mean Average Precision (mAP) evaluates object detection performance by averaging precision—recall
characteristics across object classes and loU thresholds. The mAP@0.5, as defined in Equation (5) , represents
the mean Average Precision across all classes at an loU threshold of 0.5.

mAPy 5 = =1, AP.(IoU = 0.5) (5)
where N denotes the number of object classes and 4P, represents the Average Precision for class c.

To provide a stricter evaluation, mAP@0.5:0.95, defined in Equation (6), provides a more stringent evaluation
by averaging mAP over multiple loU thresholds from 0.5 to 0.95.

1
mMAP 5,095 = TOZre{o.s,o.ss,...,o.%} mAP =, (6)

2.4.6. Inference Time and Frames Per Second (FPS)

Inference efficiency is assessed using inference time per frame and Frames Per Second (FPS). The
inference time per frame, defined in Equation (7), represents the average processing duration for a single frame,
whereas FPS, defined in Equation (8)(9), measures the number of frames processed per second, indicating the
model’s suitability for real-time deployment.

_ TInfer
Linfer = Number of frames @)
1
FPS - Linference (8)
FPS = min(——, FPS,.,) 9)

Linference

These metrics are particularly important for real-time applications such as drone-assisted oil palm plantation
monitoring.

2.5 Deployment-Oriented Evaluation Setup

Figure 6.Show deployment setup is designed to evaluate the real-world performance of the proposed
YOLOv11-based detection system under practical operating conditions. The system pipeline begins with real-
time video acquisition from a camera, which continuously captures visual data in the operational environment.
The incoming frames are directly forwarded to the YOLOv11 model, where object detection is performed to
identify drones and persons in each frame.

The inference process is executed on a CPU-based computing platform to simulate low-resource
deployment scenarios. This setup aims to assess the feasibility of running the detection model on edge devices
or embedded systems without GPU acceleration. Performance metrics such as inference time, frame processing
rate (FPS), CPU utilization, and detection accuracy are monitored to evaluate system efficiency and stability.

After inference, the detection results, including bounding boxes and class labels, are visualized and
recorded for further analysis. The final deployment stage demonstrates the system’s capability to operate in
real-time surveillance scenarios, validating its readiness for field implementation. This evaluation setup ensures
that the proposed system is not only accurate but also computationally efficient and suitable for real-world
deployment.

Camera Input —>» YOLOVI11
CPU & GPU Evaluati

Deployment € Vvaluation
(Inference & FPS)

Figure 6. Deployment Pipeline
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2.6 Drone Framework
2.6.1 Custom Flight Controller PCB Design.

This study utilizes a custom-designed flight controller PCB developed specifically for quadcopter
UAV applications. The hardware was designed using professional PCB design software to ensure optimal
component placement, signal integrity, and a compact layout. The flight controller adopts a Pixhawk-class
architecture to support real-time flight stabilization and navigation.

The PCB integrates multiple interfaces, including IMU connections (12C/SPI), PWM motor outputs,
UART/USB communication ports, and power management circuits. This custom hardware design increases
system flexibility, reduces dependency on commercial flight controllers, and lowers development costs.
Furthermore, the PCB supports scalability and modularity for future upgrades through expansion headers that
enable the integration of peripherals such as GPS modules and telemetry radios.

Figure 7 illustrates the physical realization of the proposed PCB. Figure 7(a) shows the top side of the
PCB, which contains the main microcontroller unit (STM32), voltage regulators, clock crystal, and signal
conditioning components responsible for sensor fusion and control processing. Figure 7(b) presents the bottom
side of the PCB, where decoupling capacitors, communication traces, and grounding layers are implemented
to enhance signal stability and electromagnetic compatibility, while Figure 7(c) illustrates the realization
visualization of the PCB design used.
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Figure 7. Costum Flight 3D Design PCB flight controller: (a) Top side, (b) Bottom side,(c) Physical
realization of the designed PCB

2.6.2UAV Overall Configuration

The proposed UAV-based drone-human differentiation system consists of three main layers: vision
acquisition, processing unit, and flight control subsystem. A Logitech Full HD USB camera is connected to an
onboard laptop through a wired USB active repeater cable interface to continuously capture real-time video
frames. These frames are processed by the laptop, where the YOLO11s model performs object detection to
classify drones and humans in real time. The detection results are transmitted to the UAV system via a telemetry
communication link, enabling real-time data exchange between the processing unit and the custom flight
controller.
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The custom flight controller receives the detection information and integrates it with onboard sensor data,
including inputs from the GPS module for navigation, a radio receiver for manual control commands, and
electronic speed controllers (ESCs) for propulsion management. Based on system logic and control commands,
the flight controller generates PWM signals to regulate motor speed and maintain UAV stability. This system
architecture supports a gradual transition from offline video analysis to real-time deployment, ensuring system
reliability prior to field operation, as illustrated in Figure 8.

USB Active Repeater Cable > Laptop CPU/GPU)
A y
Ground Station
1
1
Telemetry Radio 433 Mhz
y
Custom Flight Controll
Y A A
GPS and Inertia ) Lo
USB CAMERA . Recceiver Radio Link ESC and Motor
Measurement Unit (IMU)
A
A
Remote Controll Radio Link

Drone

Figure 8. System UAV-based drone-human differentiation overall configuration

2.6.3Drone Vehicle Used

Figure 9(a) shows the integration of the custom-designed PCB within the drone system, demonstrating
its placement and connectivity with other onboard components. Meanwhile, Figure 9(b) illustrates the camera
module that has been successfully integrated into the UAV platform, enabling real-time visual data acquisition
for monitoring and detection purposes.

(b)

Figure 9. Drone : (a)Integration Flight Controll,(b)Integration camera
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3. RESULTS AND DISCUSSION
3.1 Training Batch and Validation Batch

Figure 10(a) illustrates a sample training batch consisting of annotated images with various drone and
person instances under different scales, orientations, and background conditions. This diversity reflects the
effectiveness of the applied data augmentation techniques, such as flipping, rotation, brightness adjustment,
and noise injection, which enhance model generalization.

Figure 10(b) presents the validation batch used to evaluate model performance on unseen data. These
images are excluded from the training process, ensuring an unbiased assessment of detection accuracy. The
validation samples represent real-world scenarios with variations in illumination, occlusion, and object
distance.

Figure 10. (a)Train Batch,(b)Val Batch

3.2 Overall Training Performance

Figure 11(a) shows the raw confusion matrix of the proposed model. The drone class achieves 158
correct detections with only 2 misclassifications as background, indicating strong detection reliability. The
person class records 874 correct predictions; however, 276 samples are misclassified as background, showing
that the model still faces challenges in distinguishing persons from complex backgrounds. Meanwhile, the
background class is often confused with the person class, with 114 samples incorrectly classified as persons.

Figure 11(b) presents the normalized confusion matrix, which further clarifies class-wise
performance. The drone class achieves a high accuracy of 0.99, demonstrating excellent detection robustness.
The person class reaches an accuracy of 0.88, while approximately 0.12 of person samples are misclassified as
background. This indicates difficulties in handling occlusion and cluttered environments. Overall, these results
confirm that the proposed YOLO11s model provides strong generalization capability while highlighting areas
for improvement in complex scenes.

Confusion Matrix Normalized Confusion Matrix 10
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Figure 11. (a)Confusion Matrix and (b)Normalized Confusion Matrix
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Figure 12 presents the training and validation performance curves of the proposed YOLO11s model
across 100 epochs. The box loss, classification loss, and distribution focal loss for both training and validation
sets exhibit a consistent decreasing trend, indicating stable learning behavior and effective convergence. This
demonstrates that the model successfully minimizes prediction errors during training without significant
overfitting. Additionally, precision and recall curves show steady improvement and stabilize above 0.90,
confirming reliable object detection performance. The mAP@50 and mAP@50-95 metrics also increase
progressively and converge at approximately 0.93 and 0.72, respectively, reflecting strong localization
accuracy across different 1oU thresholds.
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Figure 12. Deployment Result

Table 2 summarizes the quantitative performance of the trained model. The proposed approach
achieves a precision of 0.912 and a recall of 0.903, indicating a strong balance between correct detection and
false alarm reduction. The resulting F1-score of 0.907 further confirms the robustness of the model in handling
class imbalance. Moreover, the high mAP@50 value of 0.932 demonstrates excellent detection accuracy, while
the mAP@50-95 score of 0.727 highlights the model’s consistency under more stringent evaluation criteria.
Overall, these results validate the effectiveness and reliability of the proposed YOLO11s-based detection
system for drone-human differentiation in real-world applications.

Table 2. Training Performance

Metric Value
Precision 0.912
Recall 0.903
F1-Score 0.907
mAP@50 0.932
mAP@50-95 0.727

3.3 Evaluation Metrcis Calculation

The F1-score is used to evaluate the balance between precision and recall based on the results
presented in Table 2. Using the obtained precision value of 0.912 and recall value of 0.903, the calculated F1-
score reaches 0.907, as summarized in Table 3. This result indicates that the proposed detection model achieves
a well-balanced performance, effectively maintaining high detection accuracy while minimizing false
predictions. The obtained F1-score further confirms the reliability and robustness of the model for drone—
human differentiation tasks.

Table 3. F1-Score Evaluation
F1-Score

2-P-R
Fl=——
P+ R
2-0.912-0.903
0.912 + 0.903
1.646

~ 1815
F1 = 0907

F1-Score = 0.907
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3.4 Video Detection Validation Test

Figure 13 presents the real-time validation performance of the proposed YOLOv11s model in an
outdoor environment. The system successfully detects multiple objects, including a drone and two human
subjects, with high confidence scores. The drone object is detected with a confidence level of 0.82, while the
person class achieves confidence values of 0.84 and 0.89, respectively. These results indicate the robustness of
the model in simultaneously identifying aerial and human targets under natural lighting conditions and complex
backgrounds. Furthermore, the consistent detection accuracy demonstrates the model’s suitability for real-
world surveillance and security applications.

Figure 13. Video Validation Testing

3.5 Real Time Detection

Figure 14 presents the real-time deployment results of the proposed drone-human detection system
evaluated on both CPU and GPU platforms. The left frame corresponds to CPU-based inference, while the
right frame shows GPU-accelerated inference. The system successfully detects and classifies drones and
humans in an outdoor environment, achieving confidence scores of 0.86 for drone detection and 0.71 for human
detection.

Quantitative performance metrics are overlaid on each frame. The CPU implementation achieves an
average processing speed of 5.2 FPS with an inference latency of 191.8 ms per frame, which is insufficient for
high-speed real-time applications. In contrast, GPU acceleration significantly improves performance, reaching
12.4 FPS with a reduced inference time of 81.0 ms, representing a latency reduction of approximately 57.8%
compared to the CPU implementation.

These results clearly demonstrate the effectiveness of hardware acceleration in enhancing real-time
detection capability. The proposed system maintains detection accuracy while achieving substantially lower
latency and higher throughput on GPU platforms. This performance improvement confirms the feasibility of
deploying the proposed model in real-world surveillance and aerial security scenarios, where fast response time
and reliable object discrimination are critical.

Figure 14. Real-Time Deployment Testing
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Figure 15(a) shows the real-time FPS comparison between CPU and GPU implementations. The GPU
consistently achieves a higher and more stable frame rate, maintaining an average of approximately 12—-13
FPS, with an initial peak above 25 FPS during warm-up. In contrast, the CPU performance remains
significantly lower, stabilizing around 5 FPS throughout the testing period.These results indicate that GPU
acceleration provides more than 2x improvement in throughput compared to CPU execution. The stable FPS
trend on GPU demonstrates its suitability for real-time deployment, while the CPU performance is limited by
computational constraints, making it less optimal for high-speed applications.

Figure 15(b) illustrates the inference time comparison between CPU and GPU platforms. The CPU
exhibits a significantly higher latency, with an average inference time of approximately 190-210 ms, including
several spikes exceeding 400 ms, indicating processing instability. Conversely, the GPU maintains a
consistently low inference time of approximately 80—85 ms with minimal fluctuation. The GPU implementation
achieves a latency reduction of over 55% compared to the CPU, confirming the effectiveness of hardware
acceleration. This substantial decrease in inference time directly contributes to the higher FPS observed in
Figure 15(a), reinforcing the feasibility of GPU-based deployment for real-time drone-human detection
systems.
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Figure 15. Performance Comparison Between CPU and GPU
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3.6 Real Time Detection CPU & GPU Calculation

The real-time performance evaluation results presented in Figure 14 are quantitatively analyzed using
Eq. (7),(8). The CPU-based implementation records an inference time of 191.8 ms, which corresponds to
0.1918 s. By substituting this value into Eq.(7),(8), the calculated FPS is shown in Table 4 :

Table 4. Inference and FPS Evaluation

Device Inference FPS FPS Result FPS Result Figure 14
(ms)
CPU 191.8 Tinfer 5.21 FPS 5.21 FPS
tinfer =N

Number of frames

cp 191.8
tlnference = m =0.1918s

Convert to seconds
FPScpy = ——
inference
FPS =—
€PU 70,1918
FPScpy = 5.21

GPU 81.0 Tiner 12.4 FPS 12.4 FPS

t: =— e
nfer = Number of frames

81
thnPfLérence = m =0.081s

Convert to seconds

FPS¢py = ——
inference

FPSeru = 081
FPScpy = 12.4

The calculated FPS values are identical to those displayed in Figure 14, confirming the accuracy of
the real-time performance measurement method. These results demonstrate that GPU acceleration
significantly improves processing speed compared to CPU execution, validating its effectiveness for real-
time deployment scenarios.

4.  CONCLUSION

This study presents a real-time vision-based framework for drone-human differentiation using a
lightweight YOLO11s model. In accordance with the objectives stated in the Introduction, the proposed
approach demonstrates strong detection performance by integrating hybrid datasets and structured data
augmentation strategies. Experimental results show that the model achieves a precision of 0.912, recall of
0.903, and an F1-score of 0.907, confirming its robustness and generalization capability under complex outdoor
environments. These findings validate the effectiveness of the proposed system for aerial security applications
requiring accurate and reliable object detection.

Furthermore, real-time deployment experiments on heterogeneous hardware platforms confirm the
system’s practical feasibility. The GPU-based implementation significantly outperforms CPU execution,
achieving 12.4 FPS with an inference time of 81.0 ms, compared to 5.2 FPS and 191.8 ms on CPU. This
performance gain highlights the importance of hardware acceleration for latency-sensitive surveillance
systems. Future research will focus on extending the framework to multi-class detection, edge-device
deployment, and sensor fusion to further enhance system scalability and robustness in real-world applications.
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