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Abstract. With the development of technology, fingerprint biometric systems are 

increasingly being used because they have unique and permanent patterns that 

are effective for identifying individuals. However, most attendance systems still 

rely on template matching methods, which have limitations, such as sensitivity 

to noise, fingerprint position variations, lack of scalability, and inability to detect 

fake fingerprints. As a solution, this study developed a deep learning model based 

on Convolutional Neural Network (CNN) to improve the accuracy and reliability 

of attendance systems. The methods used include fingerprint data collection and 

preprocessing, CNN architecture design, and model training with an adequate 

dataset. Evaluation was conducted using accuracy, precision, recall, and F1-

score. The test results show that the designed CNN model is capable of achieving 

an accuracy rate of 91.68%, making the resulting attendance system more secure, 

efficient, and accurate than conventional methods, and can be applied on cam-

puses and in workplaces. 
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1 Introduction 

Fingerprints are one of the most common and widely used forms of physiological bio-

metrics in identification systems. Human fingerprints have very distinctive, complex 

patterns that are unique to each individual, making them one of the most reliable forms 

of biometrics in the identification process [1]. This uniqueness is permanent throughout 

life, making it difficult to imitate or forge [2]. In addition, the latest fingerprint sensors 

show high accuracy and adaptability to various scanning conditions, making them in-

creasingly secure for various security and administrative applications [3]. With techno-

logical advances, the use of fingerprints has been applied more modernly in security, 

access control, and administration systems, especially in biometric attendance systems. 

This system enables automatic attendance recording through the process of scanning 

and matching fingerprints with a database, which has proven to be more efficient and 



2  F. Author and S. Author 

 

secure than manual methods because it minimizes fraud such as proxy attendance and 

reduces the potential for recording errors [4], [5]. 

 

 In a previous study entitled Designing Student Attendance Using Fingerprints on 

Raspberry Pi Based on the Internet of Things, a fingerprint-based attendance monitor-

ing system was developed using the ID template method. In this study, the system was 

able to match scanned fingerprints with ID templates stored in the database, and the 

results were automatically recorded in the system. The use of ID templates enables an 

efficient identification [6]. However, the ID template-based approach still has limita-

tions in terms of flexibility regarding data noise, variations in fingerprint position dur-

ing scanning, scalability in large-scale data, and inability to recognize fake fingerprints.  

 In response to these limitations, various studies have begun to direct system devel-

opment towards a deep learning-based approach. One of these was conducted [7], who 

implemented the Convolutional Neural Network method using TensorFlow for the fin-

gerprint recognition process. CNN has proven to be capable of classifying fingerprint 

images more accurately due to its ability to recognize complex patterns through an au-

tomatic feature learning process. Meanwhile [8]. developed a CNN-based fingerprint 

recognition framework with a transfer learning approach using the ResNet50 architec-

ture. This model is designed to recognize fingerprints directly from images without the 

need for manual feature extraction, and remains effective even when training data per 

class is limited. This approach shows that the use of CNN not only improves the accu-

racy of the system, but also makes it more flexible and scalable in various input condi-

tions. 

 In contrast to previous studies, this work offers the distinct advantage of combining 

a deep learning approach with the design of a fully integrated biometric attendance 

system. The CNN model is developed not only for image classification but also for 

direct integration with hardware components such as the ESP32, AS608 fingerprint 

sensor, and a web-based monitoring platform. Furthermore, this research employs a 

larger and more representative SOCOFing dataset, supported by advanced prepro-

cessing techniques using OpenCV, enabling the system to effectively recognize finger-

print patterns under diverse conditions [9], [10]. Model evaluation is also carried out 

comprehensively using accuracy, precision, recall, and F1-score metrics to ensure sys-

tem reliability. The expected result of this research is the creation of an attendance sys-

tem that is more secure, efficient, and accurate than conventional methods. By combin-

ing CNN, IoT, and biometric sensor technologies directly, this system is expected to 

reduce the rate of identification errors, detect attendance in real-time, and strengthen 

the integrity of attendance data. 

 

1.1 Design System 

The implementation stages in this system are arranged in a systematic workflow as 

shown in the flowchart. The process begins with a literature study as a basis for 
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strengthening the theory. Next, fingerprint datasets are collected, then expanded 

through augmentation and divided into training data and testing data. The next stage 

involves preprocessing and configuring the CNN model so that the data is ready for use 

in training. The model is trained and evaluated repeatedly until good accuracy is 

achieved. Once the model has been proven reliable, system development and integra-

tion on the website is carried out, along with the connection of the fingerprint sensor 

module to support the main functions of the system. The final stage involves compre-

hensive testing to ensure the reliability and consistency of the system's performance, 

after which the entire process is documented in full. 

 

Fig. 1. Flowchart Design Implementation 

1.2 Implementation 

The architecture of the fingerprint-based attendance system is structured into three main 

stages: preprocessing, CNN model training, and system implementation. The workflow 

starts when the user places a finger on the sensor, after which the captured image is 

transmitted via the ESP32 module that functions as a bridge to the server for subsequent 

processing. During the preprocessing phase, several operations are applied to enhance 

image quality and ensure uniformity, including grayscale conversion, normalization, 

noise reduction, and binarization [11]. The processed images are then fed into the CNN 

model, where convolution layers extract relevant fingerprint features, supported by ac-
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tivation, normalization, dropout, and pooling layers to improve model stability and min-

imize overfitting (similar to the method Once the training phase is completed, the 

trained model is embedded into the attendance system so that every fingerprint scan is 

instantly compared with the learned feature representations. If a match is detected, the 

attendance record is saved in the database and displayed through an IoT-enabled web 

interface. Conversely, if no match is found, the system simply outputs the raw image 

without confirmation, ending the process. This workflow reflects practical implemen-

tations of biometric attendance systems discussed in recent literature [12]. 

 

Fig. 2. Block Diagram 

1.3 Dataset  

The initial stage in the CNN model training process begins with the compilation of the 

dataset to be used. In this study, the data used was sourced from the Sokoto Coventry 

Fingerprint Dataset (SOCOFing), which is a collection of biometric fingerprint images 

developed specifically for academic research purposes. This dataset includes 6,000 fin-

gerprint images from 600 individuals of African descent, and is supplemented with ad-

ditional information such as user ID, gender, hand type, and finger name. In addition to 

the original data, SOCOFing also provides a version of the images that have been syn-

thetically modified with three types of deformation, namely obliteration, central rota-

tion, and Z-Cut. These modifications were made using the STRANGE toolbox to sim-

ulate interference or damage to the images while maintaining a resolution of 500 dpi. 

The image capture process was carried out using two types of sensors, namely Hamster 

Plus HSDU03PTM and SecuGen SDU03PTM, producing a total of 55,273 fingerprint 

images, each measuring 96 × 103 pixels and having one channel [13]. 
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Fig. 3. Dataset 

1.4 Preprocessing and Augmentation Data  

Preprocessing is an important process because it involves preparing images before they 

are used for CNN model training. In this experiment, preprocessing was performed us-

ing the OpenCV library with a series of main steps aimed at improving image quality, 

starting with reading images in grayscale format. The images were then resized to 

128×128 pixels to even out the dimensions so that they would be compatible with CNN 

model training. Next, the image undergoes a denoising process using the Non-Local 

Means (NLM) method, which serves to reduce noise in the image without removing 

important details in the fingerprint pattern. After the denoising process, image segmen-

tation is performed using the inverse Otsu Thresholding method to convert the image 

into binary, making the fingerprint patterns appear more contrasting and sharp. The 

final stage is normalization, which is used to convert the pixel value range to a smaller 

range (0.0–1.0) in float32 format, reducing computation complexity and stabilizing 

CNN training convergence [14]. 

 

 
Fig. 4. Preprocessing 

 

There is also data augmentation to multiply and vary the training dataset without 

having to collect new data. This technique is very important to use in CNN model train-

ing because it helps overcome limited data and prevents overfitting in the model. By 

performing augmentation, the model can learn from variations such as geometric trans-

formations (rotation, zoom in/out, shift, shear) and photometric transformations (light-

ing adjustment and noise addition). These augmentation techniques play an important 

role in improving model performance and generalization, making the CNN more adap-

tive to unseen fingerprint variations [15]. 
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Fig. 5. Data Augmentation  

 

1.5 Training Model CNN 

 The training process of the CNN model training is an important stage that aims to 

teach artificial neural networks to automatically recognize patterns and characteristics 

specific to fingerprint images. At this stage, fingerprint images first undergo a prepro-

cessing stage, such as conversion to grayscale, normalization, noise removal, and bina-

rization to optimize data quality. Next, the preprocessed images are processed through 

a CNN architecture consisting of a convolution layer to extract important features, fol-

lowed by an activation layer, batch normalization, dropout, and pooling to improve 

stability and prevent overfitting. The training process is carried out through two main 

mechanisms, namely forward propagation to distribute input data to all layers of the 

network, and backpropagation to update weights so that the model can learn gradually. 

This model was trained in batches of 32 images for 100 epochs using the Adam opti-

mizer algorithm, which is known to be efficient in handling small gradients and noise, 

and combined with a learning rate of 0.0001 to ensure stable weight updates. After the 

training process was complete, the resulting model was able to recognize fingerprint 

patterns better and was ready to be integrated into a real-time biometric attendance sys-

tem. 

2 Results 

2.1 Training Result 

In training the CNN model on this system, a dataset was used with an 80% split for 

training data and 20% for validation data, and went through a preprocessing stage in-

volving conversion to grayscale, normalization, noise removal, and binarization. The 

model was trained in batches of 32 images for 100 epochs with the Adam optimizer 

and a learning rate of 0.0001, assisted by the EarlyStopping and ReduceLROnPlateau 

callbacks to avoid overfitting and smooth the learning process. The training results 

showed a consistent decrease in training loss and validation loss until the end of the 

epoch, while the training and validation accuracy graphs increased steadily to approach 

the maximum value, indicating that the training process was effective and stable. The 

confusion matrix shows a balanced prediction distribution with low classification er-
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rors, while the final evaluation resulted in an accuracy of 95.62% with an average pre-

cision, recall, and F1-score of 0.96 for both Real and Altered classes. This proves that 

the trained CNN model is capable of effectively extracting fingerprint features and has 

reliable performance for real-time fingerprint-based biometric identification systems. 

 

Fig. 6. Final Evaluation Results Model 

 
 

Fig. 7. Model Metric Evaluation 

 

2.2 Testing System 

The system testing was conducted using a fingerprint image dataset that had been di-

vided from the outset, with the testing data prepared separately from the training and 

validation data. The dataset consists of 6,000 images, allocated as 80% for training and 

20% for validation. In addition, the system testing also uses another fingerprint image 

dataset. The experimental results demonstrate that the system is capable of extracting 

fingerprint image features with good accuracy and presenting the features, confidence 
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scores, and quality scores. Furthermore, the system was successfully integrated with a 

web-based IoT monitoring platform, and all results were recorded in the database. 

 

 
 

Fig. 8. Testing results 

 

 

Table 1. Fingerprint Enrollment Results 

Parameter Value 

Success True 

Feature Length 128 

Quality 10.4017 

Confidence 80% 

Processing Time 0.1675 second 

User ID 11 

Template Name null 

Features [0.0, 0.2879, 1.4095, ..., 1.8382] 

 

Table 1. Final Evaluation Resul 

Class Precision Recall F1-Score Support 

Real 0.97 0.94 0.96 3414 

Altred 0.94 0.97 0.96 3413 

Accuracy - - 0.96 6822 

Macro Avg 0.96 0.96 0.96 6822 

Weighted Avg 0.96 0.96 0.96 6822 
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3 Conclusion  

This study describes the development and evaluation of an automatic fingerprint bio-

metric identification system for attendance systems using a Convolutional Neural Net-

work. This method is designed to overcome the limitations of conventional template 

matching systems, such as sensitivity to noise, fingerprint position variations, scalabil-

ity limitations, and the inability to detect fake fingerprints. Testing results show that the 

proposed system exhibits outstanding and reliable performance, with an overall accu-

racy rate of 95.62% and consistent Precision, Recall, and F1-score values of 0.96 across 

all class categories Real and Altered. The model's performance, which emphasizes au-

tomatic fingerprint feature extraction through deep learning, proves that this system has 

been effectively constructed for its main purpose. This CNN-based system has been 

successfully integrated with a web-based IoT monitoring platform, ESP32 module, and 

AS608 fingerprint sensor, resulting in a legitimate, precise, and highly promising solu-

tion for implementation in automatic attendance systems in campus and industrial en-

vironments. The system is capable of processing identification in 0.1675 seconds with 

a confidence level of 80%. To enhance further development, it is recommended that 

research focus on increasing dataset variety, exploring more novel model architectures, 

and expanding the system's capabilities to handle a wider range of scanning conditions 

to make the system more comprehensive and reliable in actual production settings or 

large-scale implementation in educational institutions and workplaces. 
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