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Network forensics is a branch of digital forensics concerned with monitoring and
capturing traffic to uncover digital crime. The purpose of this report is to isolate
network forensics artifacts (e.g. covert payload and data exfiltration) from Capture
The Flag (CTF) network traffic PCAPs, which will be used to build a complete
picture of attack events. Although attackers may hide their malware commands and
control in plain sight via network traffic, post-incident forensic analysis may allow
investigators to study the captured packet data and identify malicious activity. A
post-incident analysis was executed on a simulated CTF network traffic PCAP file
with the network packet analyser Wireshark. Post-incident forensic analysis was
applied by performing statistical analysis to identify and filter network traffic and
reconstructing TCP streams to extract specific malicious packets from network
noise, uncover attacks, and the impact of a breach. This analysis involves the usage
of Wireshark display filter expressions, statistics capability features, and more.
This paper proves that with post-incident forensic analysis techniques, an
investigator will be able to identify and isolate the network forensic artifacts,

construct an event timeline, and gain an accurate understanding of the incident.

This is an open access article under the CC-BY-SA license.

I. INTRODUCTION

Simply cloning a hard drive post-intrusion falls short
because attackers utilize fileless malware and encrypted
staging servers, leaving no permanent footprint on the
physical hardware. Therefore, an incident response must also
rely on live, in-motion data interception, typically in the
form of Packet Capture (PCAP) files [1]. During an active
incident, this data is captured as it traverses the network,
preserving information that would otherwise disappear once
the host is powered down. Every single instance of
exfiltration, payload deliverance, or lateral movement
generates data within these packets. By examining the PCAP,
investigators can identify plaintext sensitive data, network
sessions, malicious payloads, and determine the identity of
active Command and Control servers or sources of attack,
and other artifacts important to the investigation [2].

Capture The Flag (CTF) environments replicate this exact
scenario. In order to survive within these environments, a
defender needs the ability to identify hidden artifacts inside
of massive packet captures. Attackers often attempt to

camouflage malware commands within standard HTTP or
DNS traffic, which are both normal parts of typical network
traffic. Wireshark can be used to filter out the noise.
Wireshark is a network protocol analyzer that displays raw
packet traffic and interprets the logs into a structured format
for the user [3].

Although, in order to create an appropriate display filter
in Wireshark, one must have a general understanding of the
TCP/IP protocol suite. Once an appropriate display filter has
been created, Wireshark can easily display a packet from the
network traffic with the characteristics of the malware
artifact, distinguishing it from normal, background, network
chatter, and other traffic. This type of context cannot be
obtained using previous command-line-based sniffers.

Wireshark has a user friendly, graphical interface, and it
supports hundreds of protocol dissectors. It continues to
update with the addition of new protocols and standards. It is
compatible with the Windows, Linux, and macOS operating
systems, and its ability to correctly reconstruct a stream of
packets makes it an incredibly valuable tool for forensic
investigators [4]. This study will examine Wireshark's
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functionality as a packet capturing tool with a network
packet capture dataset retrieved from a Capture the Flag
challenge available from CyberDefenders CTF Challenges.

CyberDefenders is a blue-team training platform that
presents incident responders with realistic cyber attack
scenarios. For our secondary dataset, we have used a retired
Capture the Flag (CTF) Challenge exercise on
CyberDefenders which provides a ground-truth PCAP file
with pre-captured, documented malware activity. [5]

A. Research Focus

Building upon this problem, this paper explored the issue
of discriminating between malicious and normal network
activity. This paper seeks the following questions:

1. How post-incident network forensics approach is used
to filter malicious network artifacts from large PCAP files?

2. How a deep packet inspection analysis of statistical
analysis and filtering through Wireshark is used to isolate
network artifacts?

B. Research Objective

This paper focuses on the extraction and identification of
network artifacts, malicious indicators resulting from
malware within a PCAP file. This research seeks to utilize a
forensic workflow, consisting of data collection, analysis,
and documentation, to isolate malicious traffic and
document a timeline of the attacker’s activity. The resulting
extractive analysis will measure the overall impact of a
network incident by reconstructing network sessions to
evaluate whether the attack was successful and determine the
extent of exfiltration in the victim based on the CTF scenario
acquired.

C. Scope and Limitations

This paper has been limited to a simulation analysis
conducted in an offline post-incident forensics lab
configuration. The only ground-truth traffic capture dataset
that has been used for this analysis is a single packet capture
file, acquired from a retired CTF Challenge. For protocol
analysis and network reconstruction purposes, the only
network analysis tool that has been used in this study is
Wireshark. Finally, this study has focused primarily on
artifacts that are only present when the network data traffic
consists of plaintext traffic, which in this case means plain
HTTP. It should be noted, this study was not intended to
include any analysis of network traffic that contains modern
levels of encryption, because Wireshark is not able to
automatically decrypt this traffic unless an encryption tool
with the appropriate key is utilized in tandem.

II. LITERATURE REVIEW

A. Packet Capture

Packet Capture (PCAP) is essentially the process of
capturing and recording data in real time as it flows through

a network. Capturing this real-time data is important because
when an infected device is shut down, traces of data leaks,
attacks, and lateral intrusion routes disappear immediately.
Forensic experts meticulously analyze PCAP files to
uncover plaintext passwords, malware, communication logs,
and even the currently active Command and Control servers

[6].

B. Capture the Flag (CTF)

Capture The Flag (CTF) environments are realistic,
simulation cybersecurity platforms designed to simulate
real-time cyber attack scenarios, wherein participants, who
represent the defenders, learn how to detect adversarial
artifacts embedded in millions of network packet captures.
These scenarios may be used to serve as ground-truth
datasets of malware activity, with all activities documented
for investigative study and analysis [7].

C. Network Protocol Analyzer

A protocol analyzer is a software application that shows
the raw packet traffic, as well as displays the log in
organized format and is readable for user. Wireshark is a
well-known protocol analyzer that provides a graphical user
interface with many hundreds of built-in protocol dissectors.
It is actively maintained, meaning the application is updated
to provide new protocols and protocols standards as they are
defined and developed, while retaining a compatibility to run
on a variety of platforms, including Windows, Linux, and
macOS operating systems. One of the distinguishing features
of a protocol analyzer, as compared to the command line-
based sniffers is the ability to build or rebuild a packet
stream in an intelligent fashion to give additional context,
which provides a significant benefit for the forensic
investigator who seeks to distinguish signal from noise, as
well as isolate the artifacts of malicious activity [8].

D. Forensic Artifacts

Forensic artifacts are the digital evidence or IOCs created
as part of adversary action in a network capture file. Since
adversaries are using fileless and encrypted staging servers,
there may not be any artifacts left on a physical device,
which makes network artifacts extremely important. By
examining data as it moves across the network, we can
extract sensitive data in plaintext, network sessions, malware
payloads, data exfiltration channels, and active Command
and Control servers, which are all crucial to creating a
comprehensive and accurate timeline of the adversary’s
actions during the event [9].

E. Post-Incident Forensic Analysis

In post-incident forensic analysis, an investigator will
capture data when it is first noticed that a security breach has
occurred and then look back at the stored packets to identify
the suspicious behavior that would have likely been erased
from the compromised system if the system were rebooted
or if the machine were turned off. In this way, the offline
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analysis will isolate the malicious traffic from what would
otherwise be classified as normal or harmless traffic. The
typical workflow for post-incident forensic analysis involves
a specific and sequential series of forensic steps that are
designed to understand how the attack occurred, what
vulnerabilities were exploited, and what data or systems
were compromised [10].

III. METHODOLOGY

This study utilizes a holistic, post-event network forensic
analysis of a Packet Capture (PCAP) file created from a
Capture The Flag (CTF) scenario. Using Wireshark to
perform a deep-dive packet inspection, the analysis is
conducted offline and follows an outlined forensic process
of statistical profiling, traffic filtering, and TCP stream
reconstruction. This method was implemented to determine
the malicious or benign hosts in the PCAP file, extract and
identify any malicious activities and indicators, establish the
time sequence of the attacker activity, and ultimately decide
if the attack was successful and to what extent data was
exfiltrated from the victim(s) [11].

A. Environment Setup

An offline environment specifically designed for post
incident digital forensics is used to investigate this event. In
this forensic environment, Wireshark is installed on the local
forensic workstation which provides deep packet analysis,
protocol dissectors, and the TCP stream reassembly
capabilities needed for the analysis. [12] The environment is
intended to parse and investigate a single dataset, the
Weblnvestigation.pcap from a CyberDefenders CTF
Challenges, that is now retired and available for public use
[13].

Table 1. Environment Detail

No Component Specification/Version
1 Analysis - OS: Windows
Workstation - Compute: 8 GB RAM
2 Analysis Wireshark Version 3.6.8
Software
3 Dataset PCAP file acquired from
CyberDefenders retired CTF
Challenges
B. Analysis

The PCAP file will be analyzed with a systematic forensic
pipeline; since we are working with historical data and this
study does not conduct live testing, our focus will be on
extracting the relevant forensic artifacts, i.e., data evidence.

| Ingest Data |

¥

| Identify Network Topology |

v

| Perform Statistical Profiling |

¥

| Anomaly |dentification |

v

| Deep Packet Inspection |

¥

| Impact Assessment |

Figure 1. Network Analysis Pipeline

Analysis begin by examining the top level of the PCAP
and determining baseline statistics regarding endpoints and
communication protocols to identify outliers and anomalies
in communications and to determine the most prevalent
communication protocol [14].

The analysis then delves into the PCAP to analyze
packets on a lower level in the TCP/IP protocol stack.
Wireshark display filters will be constructed to analyze
isolated objects. Various features of Wireshark will also be
used as needed by the analysis. This will identify the attack
being performed in the scenario (i.e., SQL Injection attack)
[15].

Next, we follow the network stream of the attack to
completion, using both the request and response data to
correlate and analyze the corresponding activites. The
evidence from this analysis will be sufficient to determine
the impacts of the potential breach and evaluate the
effectiveness of Wireshark to identify malicious activities
visible in the network.

IV. RESULT AND ANALYSIS

A. Import Packet Capture File into Wireshark

First, the packet capture file to be analyzed is imported
into Wireshark through the Open Capture File feature and
selected. In this case, it is WebInvestigation.pcap file.
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B. Identify Endpoints in the Network

Then, to start isolating the evidence, topology of the
network’s endpoints must be identified. From the Endpoint
Statistics feature of Wireshark, we get a list of all the IP
addresses included in the capture and sorted by traffic usage.
We can see there are two clear outliers from the rest of the
network: 73.124.22.98 and 111.224.250.131. The unusually
large one-way transfers in and out from these two IPs point
towards a potential malicious activity being present, so we
can use them as a jump off point to look closer.

‘ Wireshark - Endpoints - Weblnvestigation.pcap = O

Ethernet - 3 IPv4-5 IPvS TCP - 645 upe - 2

Address Packets Bytes Tx Packets Tx Bytes Rx Packets Rx Bytes

73124221 122 10k 122 10k 0 0

73.124.22,98 88,740 28M 44,281 21M 444539 72099k

73.124.22.255 122 10k 0 0 122 0k

111.224.250.131 83434 28 M 44320 T2M9k 44 164 21M

170.40.1530.126 256 39k 139 19k 17 19k
[ Limit to display filter Endpeint Types ™

Copy ™ Map Close Help

Figure 3. Endpoint Statistic Feature

C. Identify Patterns in the Network’s Protocol Statistics

The analysis is then carried out on the protocol level of
the packets captured. This analysis begins by displaying the
statistics based on the Protocol Hierarchy Statistics feature
in Wireshark. It was found that 93.9% of the packets and
79.5% of the data captured were HTTP. This may be
indicative of web activity, requiring us to then inspect the
HTTP packets more closely. Such activity would allow for
the possibility of the HTTP streams being malicious with
SQL injection attacks or the execution of the payload.

M Wireshark - Protocol Hierarchy Statistics - Weblnvestigation.pcap [&]
Protocol Percent Packets Packets Percent Bytes Bytes
~ Frame 100.0 83362 100.0 28629039
~ Ethernet 100.0 88862 43 1244068
~ Intemet Protecol Version 4 1000 883862 6.2 1777240
~ User Datagram Protocol 01 122 0.0 976
Data 0.1 122 0.0 5368
~ Transmission Control Protocol 9.9 88740 894 25601387 |
~ Hypertext Transfer Protocol 939 83413 79.5 22754274
Portable Network Graphics 0.0 3 0.0 407
MIME Multipart Media Encapsulation 0.0 1 0.0 an
Line-based text data 469 41645 0.7 11664203,
HTML Form URL Encoded 0.0 4 0.0 129
Cempuserve GIF 00 6 0.0 1218
Data 0.0 9 0.0 9
No dispiy fiter.
Close Copy ~ Help
Figure 4. Protocol Hierarchy Statistics Feature
D. Apply Filter Expressions to Investigate Network

Communication Between Isolated Endpoints

Then, a filter expression is used to exclusively include
packets from or to 111.224.250.131 and the HTTP protocol,
in order to isolate the investigated network traffic. Looking
at this filter results, show a lot of http GET requests from
111.224.250.131 to 73.124.22.98. The GET request to
search.php URL is identified to have a Structured Query
Language injection (SQLi) [16]. In the query, SQLi is used
to create a mathematical condition which is always logically
true. This may allow a SQLi attack to access unauthorized
databases as such condition can be exploited to bypass
restrictions or cause intended effects. Confidently, we can
state that 111.224.250.131 was the attacker to web server
73.124.22.98, and this activity targeted the search.php

feature.

i bl ga

an @ REs=>=FL5 Eaaan

(W [rttp 88 o0 == 111.222.250.151 e )+
No. | Tme Source Destination Protocal Length Info

251 HTTP/1.0 500 Internal Server Error |
452 GET Jsearch. php?search=bookX20and¥21=1;%20--%20- HTTP/1.1

462 HTTP/1.1 200 OK _(text/htal)

452 GET /zearch.php2seanch=bookX20and%201-2;%20 - %20 HITP/L.1

462 HTTP/1.1 260 0K (text/htnl)

456 GET /search.php?seanch=testAE2XB0NS02000201-15420- - HITP/1.1

462 HTTP/1.1 200 0K (text/henl)

450 GET /search.php?seanch-X27%200r%201-1;%20--%20- HTTP/1.1

722 HTTP/1.1 200 OK (text/htnl)

389 1450.032485 73.124.22.98  111.224.250.131 HTTP
4 357 1476.702710 111.224.250.131 73.120.22.98  HTTR
359 1470.784366 73.120.22.08  111.224.25.131 HTTP
368 1482.090647 111.224.250.131 73.124.22.98  HTIP
370 1483.001864 73.124.22.98  111.224.250.131 HTTP
375 1506153630 111.224.250.131 73.12.22.08  HTTP
381 1506155432 73.128.22.95  111.224.250.131 HTTP
389 1515613333 111.226.250.131 73.126.22.98  HTTP
3911515615261 73.124.22.95  111.224.250.131 HTTP
104 1626 580180 111.224.250.131 73.124.22.95  HTTP

501 GET /search.php?search=X27%200r%201=1;%20- %20~ HTTP/1.1
795 WTTO/1 1 280 K (et thtm)

" Request URT: /search.php?searche=booki20and201=1; %20--%20-
Request URT Path: /search.php
~ Request URT Query: search=book¥2@and%201=1;%20--%20- |
Request URL Query Parameter: search=bookkzeands2e1=1;%20--%20-
Request Version: HTTP/1.1
@056 70 3f 73 65 61 72 63 68 3d |2 6F 6F 6b 25 32 30 p?search -Hook¥2e
000 61 Ge 64 25 32 30 31 3d 31 3b 25 32 30 2d 2d 25 and¥201= 1;%26-%
9670 32 30 2d 2 48 54 54 50 2f 31 Je 31 6d 0a 48 6f 20~ HTTP /1.1--Ho |

73 74 3a 20 62 6F 6F 6b 77 6f 72 6e 64 73 74 6f  st: book worldsto
72 65 2e 63 6f 6d @d @a 55 73 65 72 2d 41 67 65  re.com-- User-Age
6e 74 3a 20 4d 6f 7a 63 6 6c 61 2f 35 2= 30 20 nt: Mozi 11a/5.0

(O 7 HTTP Request-URI Query Parameter (htip.request.uri.query. parameter), 33 bytes Packets: 88862 - Displayed: 83368 (33.8%) || _Profle: Default

Figure 5. Filter Expression Feature

E. Analyze Payloads of the Malicious Traffic

Continuing with analysis of the exploit phase of the web
server, the analysis is further refined by only viewing the
HTTP GET requests that communicate with the search.php
URI. Upon this filtration, many instances of encoded, URL
parameters are observed which indicate the utilization of
SQL injection techniques.

After further refinement to only these encoded URL
parameters using the HTTP Object List feature, the attacker
can be examined to transition to a UNION SELECT based
SQL injection attack. Each payload injects the UNION
SELECT keywords which allows the injection of a query
that combines the original query result with the results
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obtained from the selected database [17]. The use of
sequential database and table names can also be observed in
the query as the attacker attempts to get more information
about the database being targeted. This is a common
technique used to extract data from any table on the database.
These payloads are also being partly encoded to prevent
signature-based IDS system’s detection.

a

TextFilter: search.php Content Type: | Al Content-Types

Packet Hostname
1371 bockworldstore.com text/html 179 bytes h 621"
1381 bookworldstore.com text/ntml 179 bytes
1406 bookworldstore.com text/ntml 179 bytes
1414 bookworldstore.com text/html 179 bytes
1424 bookworldstore.com text/html 179 bytes
1434 bookworldstore.com text/html 179 bytes
1447 bookworldstore.com text/ntml 179 bytes
1454 bookworldstore.com text/tml 179 bytes
1464 bookworldstore.com text/tml 179 bytes
1477 bookworldstore.com text/html 179 bytes
1512 bookworldstore.com text/html 177 bytes
1525 bookworldstore.com text/ntml 234 bytes
1540 bookworldstore.com text/ntml 177 bytes
1553 bookworldstore.com text/tml 209 bytes
1568 bookworldstore.com text/tml 177 bytes
1578 bookworldstore.com text/html 253 bytes
1591 bookworldstore.com text/html 209 bytes
1604 bookworldstore.com text/html 177 bytes ~search.php?search=book

1616 bookworldstore.com text/htmi 336 bytes ~search.php?search=book%27%20UNIONS20ALL %20SELECT3420NULL %2C CONCAT?280x7178766271%2
1624 bookworldstore.com text/htmi 1125 bytes search.php?search=book%:27%20UNIONS20ALL %20SELECT320NULL %2C CONCAT3280x7178766271%2
1640 bookworldstore.com text/htmi 177 bytes ~search.php?search=book

1652 bookworldstore.com text/html 220 bytes — search.php?search=book%27%20UNION20ALL %20SELECT320NULL %2C CONCAT3280x7178766271%2
1663 bookworldstore.com text/htmi 802 bytes —search.phpsearch=book?:27%20UNION%:20ALL%20SELECT20NULL %2C CONCAT?:280x7178766271%2

R10R  honlwnrldctnre cam tovt/html 380 hiter  arhanced caarrh nhn

Content ™ Size Filename

UNIONZ20ALL?20SELECT220NULL%2C CONCAT28CONCATS:
JUNIONZ:20ALL %20SELECT3:20NULL %:2C CONCAT?28CONC
JUNIONZ:20ALL %20SELECT?%:20NULL %:2C CONCAT#28CONC
UNIONZ:20ALL %20SELECT2:20NULL %:2C CONCAT?:280x7178766:

searchiphp?search=book?%27
search,php?search=book
search,php?search=book
search,php?search=book
search,php?search=book
searchiphp?search=book

ALL%20SELECT320NULL3%:2C CONCAT?6280c7178766:
ALL%20SEL ECT3620NULL3%:2C CONCAT?6280c 7176766,
ALL%20SEL ECT320NULL3%:2C CONCAT?6280: 7178766,
search,php?search=book ALL9%20SELECT20NULL %2CCONCAT#2807176766:
search php?search=book UNIONZ:20ALL 320SELECT3:20NULL%:2C CONCAT280x7178766271%2
search php?search=book%275%20UNIONZ:20ALL 520SELECT3:20NULL %2C CONCATS4280x7178766271%2
search php?search=book

search php?search=book3:27%20UNION:20ALL 5420SELECT3:20NULL %2C CONCATS,280x7178766271%2
search php?search=book

search php?search=book327%20UNION3:20ALL 520SELECT3:20NULL %2C CONCATS,280:7178766271%2
search php?search=book

search php?search=book %:27%:20UNION3:20ALL 5420SELECTS:20NULL %2C CONCATSA280x 7178766271 %2
search php?search=book3%27%:20UNION3:20ALL %20SELECT3:20NULL %2C CONCATS4280T178766271%2

Save Save Al Previe,

Figure 6. HTTP Object List Feature

Close Help

F. Assess Impact of the Malicious Traffic

By further analyzing the HTTP server responses, impact
of the breach is able to be determined. Correlating the
malicious HTTP GET requests to the server response code
200 OK instances provide full visibility into the attacker's
successful data extraction.

In the later stages of the attack, the attacker successfully
enumerated  the  available databases wusing the
INFORMATION SCHEMA.SCHEMATA  view. The
response revealed all of the default schemas for mysq]l,
information_schema, performance schema, and sys, as well
as the application database bookworld db. Then the attacker
targeted the bookworld db database to identify a table
named customers.

Following the HTTP communication stream through the
Follow feature, it is then identified that the attacker was able
to exfiltrate rows of sensitive user records from this table,
definitively exposing Personally Identifiable Information
(PII), including user names, email addresses, and contact
details.

A

GET /search.php?
search-book¥27%26UNIONY26ALL%20SEL ECTX20NULLX2CCONCATX 28071787662 71%2CISON,_
Cid¥%2Clast_namek2C;

b¥2Caddre
1d db customers--%20- HTTP/1.1

ss¥2Cenail¥2cfirst_name
Cache-Control: no-cache

User-Agent: sqlmap/1.8.3#stable (https://sglmap.org)
Host: bookworldstore.com

Accept: */*

Accept-Encoding: gzip,deflate

Connection: close

HTTP/1.1 200 0K
Date: Fri, 15 Mar 2024 12:09:39 GMT
Server: Apache/2.4.52 (Ubuntu)
Vary: Accept-Encoding
Content-Encoding: gzip
Content-Length: 561
Connection: close
Content-Type: text/htnl; charset=UTF-8
<p>qxvba[*123 Maple Streetzvgjckjohn.doe1234ggmail. conzvgjcklohnzvejckSzvgjckDoezvgIeksss-1234", 456 Oak
Avenuezvgjckjane. smiths6758gnail. conzvgjcklanezvejckezvgcksmithzvgjcksss-5678", "789 Pine
Roadzvgickemily 10gmail i 1yzugiek7zvgickIohnsonzvgjckss5-0012",
suulevarmvgJ:kmlzhael browni213@gmail. comzvejckitichac] zvejckBzve ckBrounzvejcksss- 345"
uayzvgjcksarah. davis1415@gmail. conzvg]ckSarahzvgjckazvgj ckDaviszvgjcksss-6789", "987 (Edar
st.zvgjckwilli 1. comzvgjckiill ck18zvg okl Lsonzvg jckS55-101
Ave. zvgickjessica.moore1819@gmail. conzvgjckdessicazvgjckiizvgickiioorezvgjcksss-1
St.zvgjekdavid. taylor2021gmail. comzvg]ckDavidzvgjckl2zvgjckTaylorzugicksss-1415
Or. zvgjcklinda. anderson22238gmail. conzvgjckLindazvgjck3zvgjckAndersonzvgjcksss- =
Lanezvgjckjames. thomas2425gnai . conzvgjckIamesvgjck14zvgjckThomaszygjcksss-1819" | qupja</p><form action="search.php"
method="get">

<input type="text" name="search” placeholder="search for books...">

321 Birch
"654 Willow

<input type="submit” value="Search">
</form>

4 cone pk 1 sarver pht 1 crm.
Entire conversation {1768 bytes) v Show dataas ASCIT v

Find! Find Next

Fiter Out This Stream Print save as Back Close Help

Figure 7. Follow HTTP Stream Feature
V. CONCLUSION AND RECOMMENDATION

A. Conclusion

Post-incident network forensic analysis was conducted on
the CTF dataset using a forensic pipeline, which allowed for
the successful extraction of malicious network artifacts from
the large PCAP file. By applying this pipeline through an
offline analysis, starting with data ingestion, moving to
network topology identification, then identifying malicious
behavior, and finally determining the impact on the network,
the network artifacts belonging to the attacker were extracted
from the network artifacts of other benign traffic on the host.

Through the use of packet analysis (DPI) and the use of
packet filter expressions, the network artifacts associated
with SQLi attacks were isolated from the packet trace data.
Preliminary statistical profiling of the PCAP file showed that
the potential anomalous hosts and their network protocol of
interest. This information was applied to the filter
expressions to further refine the results of the packet analysis
to identify the particular attack and isolate it. An in-depth
examination uncovered how the adversary managed to
obfuscate their commands to perform covert enumeration
and indexing of the internal datasets.

Our analysis showed that the attacker was able to
exfiltrate data about customers, and with our instrumentation
we reconstructed the entire dialogue, aligning the covert
commands to the successful responses. Reviewing the
complete dialogue gave us the precise scope of the data leak,
enabling us to comprehend the scope and impact of the
attack and construct a chronological account of the attack,
successfully completing our research objectives of assessing
the attack’s impact.

B. Recommendation

Although we demonstrated the ability to pull hidden
payloads with this methodology, there are obvious
limitations in the analysis tool and the nature of our data that
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we didn't explore. In our study, the network artifacts we
were able to extract depended entirely on clear text data; that
is to say, HTTP. Wireshark, as a passive analyzer tool,
cannot decipher modern encryption on its own. To do so
would require outside decryption tools or explicit Transport
Layer Security (TLS) session keys [18].

The next step would be to figure out how to extract the
same network artifacts but from encrypted traffic. In similar
security education and network analysis studies in the future,
it is important to compare findings of a hybrid methodology
that pairs deep packet inspection with an automated
Intrusion Detection System (IDS), like Suricata. This would
let us compare the ways an IDS would alert or parse out the
CTF data compared to manual extraction.

Although having a CTF dataset as our ground-truth
sample on a closed network made for an effective test bed,
this data did not represent a network running millions of
connections like a live environment does. Thus, in future
research applying these network artifact extraction
techniques, a large enterprise PCAP file would be beneficial
to test for how much of a performance lag graphical protocol
analyzers might incur on significantly larger datasets.
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